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Risk Analysis in Control

- Structured risk analysis —
two clear parameters:

Risk: condition that increases the potential for losses

FIRST: to know the chance (probability) of the dangers
to happen, in the face of the existing condition — risk
SECOND: calculate the impact (operational or financial)

b Expected Loss: probability of the risk happening X its financial impact

=  Obijective: to calculate an indicator that allows to rank a given set of control
objects, according to the significance of auditing it
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Risks in Public Procurement

* Hybrid Model:

 Combines the probabilistic approach with supervised learning

* Auditors' tacit knowledge of practices and risks in public
administration

* Typologies of illicit practices

e Learning about the profile and typical behavior of the actors

* Transformed into attributes in the predictive model

* Focus on Supplier Risk: probability of being a risky company
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The Model

e Acquisitions in the last 5 years

» Suppliers of the public administration who received more than
RS 50,000 (31,000)

» Suppliers labeled as high risk: those subject of administrative
penalties or sanctions (2,289 - ~7% of the total)

* Low-risk suppliers: all others
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Penalties and Sanctions to Suppliers

* Integrated Register of Convictions for Administrative Offences (Cadicon)
* Gathers information about public managers

* National Register of Unsuitable and Suspended Companies (CIES)
* Sanctions that implied the restriction of participating in bids or of concluding contracts with the Public Administration

* National Register of Civil Convictions for Acts of Administrative Improbity and Ineligibility (CNCIAI)

* Cases already judged, which identify legal entities or individuals who have been convicted of impropriety, under the
terms of Law No. 8,429/92 — Administrative Improbity Law (LIA).

* National Register of Punished Companies (CNEP)

* Companies that have suffered any of the punishments provided for in Law No. 12,846/2013 (Anti-Corruption Law) \;.
* Penalties imposed by the TCU “ \
» Register of Accounts Judged Irregular (CADIRREG) “i"’ !‘
* Legal entities and individuals, living or deceased, holders or not of public office/function, who had their accounts "3! \ \\
judged irregular by the TCU

* Register of Expulsions of the Federal Administration (CEAF)

* Relation to a Condemned Company (other)
* Partner of the company is a partner or relative of a partner of a condemned company (other)
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* VINCINIDON
 Number of links between the supplier and other
sanctioned companies 100000
e Count of partners who are also partners of convicted

companies or relatives of them 50000
e OthenO, 1then1,<6then 2, <14 then 3, if not4 I

150000

VITORIAS g 1 2 3 4

Indicators W .
(Featu re5) « Ratio between the number

of UGs in which the supplier
has won contests and the
number of UGs in which he
has participated in contests

* |Indicates whether the Illlllllllll'l'lll-l-l_-- I
Supplier has a group Of 0.00 0.25 0.50 0.75 1.00
clients that favors it
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GANHO

e GAIN
* Amount received by the supplier (in RS)
* logl0([totalGain])

» RENEGOTIATE ||||

. * Obtains for each purchase “Il-..-_
| nd |Cat0 rs the variation between the 6 8 ION
amount contracted and the

one paid RENEGOCIA

* Renegotiation = (final value
— initial value)/ initial value

* Calculates the average of 100000
the renegotiations
practiced by the supplier

(Features)

150000

50000

==/

* If <=0 then 0, if < 0.25 then L. ;
1, if <0.5 then 2 if <=1 then
3ifnot4
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* NEWLY CREATED recemcriada

200000

* If the company received amounts greater than RS 200 .00

thousand less than 180 days after it was created, then 100000
1.1fnotO 50000

* Only 190 cases o

* PARTNER IN SOCIAL PROGRAM
e |If the partner of the company is listed in the 150000
Single Registry for Social Programs 100000

Indicators ,
(Features) |EEEE e .
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0.00 0.25 0.50 0.75 100

socioCadUnico

0 e oso oy 1co \a-
* PARTNER IN POLITICS socioPolitico u\
* |f a partner of the 150000 Im
company has 100000 m
already run in 50000 1
elections, then 1 ) | I

000 025 050 075 100 g

if not O
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PROBLEM IN REGISTRATION problemasituaCadastral

* If the company has registration status in the
Revenue Service as 'NULL', 'SUSPENDED',
'UNFIT' or 'DOWNLOADED' or its addressisa %%
PO Box, then 1 if not O 50000

i
SISTERS OOOO 025 050 075 100
 Companies share registration data such

Indicators

* same CNPJ root

(Featu res) * Same address, phone number or

Brazilian Federal Court of Accounts

150000

80000

60000

email
* Same responsible 0000
* They have partners in common 20000

e Partner of one company is employed by 0
the other with overlapping years

* For each company, the number of sisters
is counted. If =0 then O, if <2 then 1, if <4
then 2, if <8 then 3 if not 4
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BAIXAFOLHACAGED BAIXAFOLHARAIS
e LOW PAYROW . 0000
* For each company, the ratio between their annual e
earnings and their annual payroll is calculated o | . 0000 |
» If <1 or total gain < 1000 then O, If <= 8 then 1, If o 1 2 3 a4 "o 1 2 3 4
<=16 then 2, If <=32 then 3, Else O DISPERPAG

Indicators
(Featu FES) « DISPERSION

e Counts the number of Agencies from
which the supplier received funds

* If >20 or gain < 10,000 then 0, if > 10 0
then 1, if >5 then 2, if > 1 then 3 if
not 4

50000
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* Tests were done with several classifiers

e Support Vector Machines — SVC
Random Forest (200 estimators)
Logistic Regression
Multi Layer Perceptrons - MLP
Bagging
Kneighbors (18 neighbors — gridsearch)
Quadratic Discriminant Analysis
Committee machine
SVC
MLP
Random Forest

* Probabilistic approach: Naive Bayes

= e
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Results

* The results of the best models are sent to SQL Server
A load script generates the data for a dashboard

* Indicators
Predictions
Main raw data

* Registration data of the companies
Partner Data
Acquisitions
Contracts
Convictions
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Dashboard

* Interactive interface (MARINA — Map of Risks in Acquisitions)
* Allows the auditor to create filters in the search for signals or information of interest

* Entries:
* Indicators:
* Allows you to filter suppliers by their profile
e Supplier risk level
* Contractor:
* Governmental sphere
* Power
* UF
e Supplier
* Economic activity group (CNAE)

* Search bi name, CNPJ, CPF |




TCU

Brazilian Federal Court of Accounts

@ QlikView x64 - [qvp://smv-qlkew-1/DocsDev/Seginf/MRC/MRC.quw@]
File View Settings Tools Window Help

RN= R , | |l x| & g«.;?!

€z

[
NS

o

Iter by indicators

i) Lock &' Unlock

INTOSAI

Main LDetalhes | Risco L Seleciona compra

Selecbes -

Total de fornecedores congiderados © 355097

Tipo pessoa fornecedor Bil-O
Qtd fornecedores
Tipo

Estrangeiro

Mo se Ap...
Pessoa Fi...
FessoaJu...
L1} 200000
valor recebido 2il-0

Qtd fornecedores
Log 10

0
1,5
251
3.5
4,5
5.5
6.5
7.5
8.5
9.5

1] 200000

Baixo capital social
Qtd fornecedores

Termn baixo capital

Doador campanha eleitoral Empresa tem sdcio politico
Qtd fornecedores

Tem socio politico

Qtd fornecedores

Problema na situagdo cadastral B Y - O Vinculos com contratantes

Qtd fornecedores Qtd fornecedores

CNAES secundarios B )Yl = O Condenacoes

Qtd fornecedores Qtd fornecedores

DW= M&WK =0
[in e o T e TR S P S o ]

Empresas contratam funcionarios p... B Xl - O sdcio é funcionario publico
Qtd fornecedores Qtd fornecedores
gtdSocioFunc
0
2
4
100000 200000 ] 100000

B = O Empresarecém criada

E recemn criada
Mao
sim
nia

100000 200000 o 100000

B . O Empresa tem sdcio no CadUnico

Termn sdcio no Cadl

IWED]
Sim
nia
100000 200000 1] 100000
B Xl - O Vinculos conden... B¥ . O Temempresas irmas
Qtd fornecedores Qtd fornecedores
vinculos @td irmas
0
1
2
10 3
4
5
B
20 7
]
g9

0 200000 0

Qtd fornecedores

Qtd fornecedores

indice de sucesso em licita...

Qtd fornecedores

indice sucesso

0

Razdo ganho anual / folha ...

Qtd fornecedores

Razdo

SELDLWNK==00
momwowmwomowno

]

Reforgos e anulacbes médios

Qtd fornecedores

Reforgo até Sx
Redugdo até 10x
Redugdo 10x

Reforgo acima 5x |
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Main LDetthesJ Risco LSelecionacompra

Seleces o (Classificador Rand... X « O RiscoRandom Forest B Ml « O Classificador SVC &M« B Risco SYC

Otdfornecedores ~ Risto (04 1) Qtd fornecedores ~ Risto(0af

E de altorig 001 E de alorig 00

(2 8 02|

Sim 040 ;| 041

| | i N | i

Néo | | 08 Sim 08

Total de fomecedores considerados ; 10 | 10
355097 0 200000 0 100000 | 200000

Filter by risk

B) .M Heuristica Naive B...

100000

B« B Risco Heurss...

Qtd fornecedores

E de altoris

N0

(

Sim |

0

Risco (0

00
02
04
06
08

10
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Main | Detalhes | Risca

Selecdes
Esfera #  Poder
Estadual Irewdlida
Federal &0 Informado
Irvlida IN&a se aplica
funicipal Executivo
M&o Informada Legislativo
&0 se Aplica Judiciaria

Specific filters

| Seleciona compra

Orgéo {ordenado por valores em risco)

MIMISTERIO DA SALIDE

DEPTC. MAC, DE INFRA-ESTRUTLURA DE TRAMSPORTES
COMAMNDO DO EXERCITO

COMAMNDD DA AEROMALTICA

FUMDACAC O3WALDD CRUZ

FURDO WACICMNAL DE DESEMYOLYIMEMTO DA EDUCAZAD
MINISTERIO D0 PLAME JMEMTO,DESENY, E GESTAD
EMPRESA BRASILEIRA DE SERVICOS HOSPITALARES
MIMISTERIC Dofy ECONOMIA

DERARTAMEMTC DE POLICTA RODCYIARIA FEDERALM]I
SERNYICO FEDERAL DE PROCESSAMENTO DE DADOS
CEPARTAMEMTC DE POLICTA FEDERAL

IMSTITUTO MACIONAL DO SEGURD S0OCTAL
PRESIDEMCLA Dy REPLIBLICA

IMST MACIONAL DE EST.E PESQUISAS EDUCACIONAIS
COMAMNDO DA MARINHA

MINISTERIO DA CIDADAMNIA

4~ UG {ordenado por valor pago)
DEPARTAMENTO DE LOGISTICA EM SALDE
IMNSTITUTS DE TECHOLOGIA EM IMUMCETOL, .
COMAMNDO LOGISTICD
FHDE-MEC-FURNDO MAC.DE DESEMY.DA EDUA. ..
CENTRO DE AQUISICOES ESPECIFICAS
COCRDENACED GERAL DE MATERIAL E PATR...
DEPTC. MNAC, DE INFRA-ESTRUTURA DE TRA...
DIRETORIA DE PESQUISA E ESTUDOS DE PE...
INSTITUTO DE TECHOLOGLA EM FARMACOS
SECRETARIA DE COMUNICACAD SOCIALFR
CEMTRAL DE COMPRAS
SUP. REG. DO DHIT MO ESTADO DE MATO G...
SUP, REG, D0 DMIT MO EST, DO RIC GRAMCE. ..
MECIMEP/TNST. MAC.DE EST.E PESQ.EDUCAL. ...
MI-DPRF-DEPART.DE POL.RODOYVIARIA FEDE. .
SUP, REG, DO DNIT MO ESTADD DO MARAMHAD
SERPRC - SEDE BRASILIA
SUPERIMTEMDENCIA REGIOMAL MO ESTADO ..,

R$44.046.031.237,59
R$12.133.312.6581,82
R$8.161,182,315,78
R$7.800.071.122,83
R$5.574,869.655,17
R$5.392.584.550,82
Rf4.167.029.330,56
R$ 4,048, 662,834,587
R$3.172.735.490,47
R$3.171.790,953, 46
R$3.051,209,195,79
R$2.731.869.058,63
R$2.702,401.240,04
R$2.558.390.150,61
R$2.279.026.758,29
R$ 1,786,599, 152,99
R$ 1.775.052.043,81
R$1.745.850.095,36

Sphere (State, federal, municipal)

# Gastos anuais Bl - O Gastos por CNAE agrupado

anoCompl AGRUPAMENTO_CHRAE

201 6 Senicos de engenharia
Seripos continuados
2017 Insumos da salde
Servigos de sadde
Serigos de informatica ..

2me
Insumos de transportes .
Sermigos de transpore e .
ms Insumos gerais
Insurmos de midia
2020 Insumos de inforrmatics .

0 50.000.000.000 a

Power (Executive, Legislative, Judiciary)

Organ
Management Unit

Year of hiring

Group of economic activity of the company (CNAE)

UF of the contractor

Supplier identification (search by CNPJ, CPF or name

INTOSAI

B¥ - O UFdauc

S0.000.00¢

2l -0

Total de gastos

DF
RJ
[01e;
R3
gP
FA
FPE
BA
PR
T

100
1000000000
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Main Detalhes i Risco L Seleciona compra

E de alto rist
Nao
Total de fornecedores considerados :
6957 )
Fornecedor
idFornec NO_FRND_FORNECEDOR totalGar

61159445000156 FUNDACAC BUTANTAN
01844555000152 CNH INDUSTRIAL BRASIL LTDA,
19755842000135 LCM CONSTRUCAQ E COMERCIO 5.4
Q5705030000155 CARDEAL GESTAC EMPRESARIALE S...
1560054500031 1 ABBYIE FARMACEUTICA LTDA,
12320079000117 BIONOVIS 5.A. - COMPANHIA BRASIL...
S1780468000268 JANSSEN-CILAG FARMACEUTICA LTDA
ESTRAMGOO09651  GLAXO GROUP LIMITED
01017250000105 YOETUR TURISMO E REPRESENTACO. ..
33009945000204 PRODUTOS ROCHE QUIMICOS E FAR...
ESTRAMGO024019 MULTICARE PHARMACEUTICALS
29212545000143 NOVA RIO SERVICOS GERAISLTDA

Inidéneo E ¥l = O Dispersdo ax

0
1

Baixo capital ... 2 - O Dispensas

0
1

Folha RAIS £ ¥ - [ Renegocia

R

Seleciies - Classificador Rand... Y - O Risco Random Forest

- O Situacdo cad... - O Sdcio Bolsa F...

- O Dispersdo pag... — =l

W= O

R -]
oL Ry

-0 Vitdrias

B ) = B classificador SYC 8.0
Qtd fornecedores Qtd fornecedores
E de alto risi
Mo data to display
(NET]

400001 1] 40000
nho DESCR_CNAE_PRINCIPAL DS_FRND_NATUREZA_JURIDICA
R$9.347.571.514,15 Outras atividades de atengdo & salide humana ndo esp... FUNDACAO PRIVADA
R4 6,008,806.598,81 Fabricag3o de caminhdes e dribus SOCIEDADE EMPRESARIA LIMITADA
R4 4.321.641.358,57 Construg 3o de rodovias & Ferrovias SOCIEDADE AMONIMA FECHADA
R4 4,161,873.840,60 Servicos combinados de escritério e apoio administrativo  SOCIEDADE EMPRESARIA LIMITADA
R$3.133.469.537,89 Comércio atacadista de mercadorias em geral, sem pre... SOCIEDADE EMI{RES&RIA LIMITADA
R4 2.396.328.740,86 Fabricag 8o de medicamentos slopaticos para uso humane  SOCIEDADE ANONIMQ FECHADA
R4 1.892.591.085,86 Fabricac8o de medicamentos slopsticos para uso humano  SOCIEDADE EMPRESARIA LIMITADA
R4 1.594.609.166,23 - = )

R4 1.555.363.634,76 Agéncias de viagens SOCIEDADE EMPRESARIA LIMITADA

R4 1,497 690.843,41 Comércio atacadista de medicamentos e drogas de uso...  SOCIEDADE ANONIMA FECHADA

R4 1.466.559.970,74 - -

R4 1.460.745.166,78 Selecio & agenciamento de m3o-de-obra SOCIEDADE EMPF\ES#:ARIA LIMITADA

= [ Folha CAGED = O Muitos CNAES ¥l = O Ganho Bl

0 0 0 (.
1 1 1 1
2 2 Z‘
3 3 ?
4 4 4

= O sécio politico

B =D

Risco SVC H ¥l - [ Heuristica Naive B... B8 Y - O Risco Heuris... BXl.0
Qtd fornecedores
E de alto risc
Mo data to display N Ho daka to display
Nzo |
0 40000
8Xl.0
DS_FRND_TP_.. DS_FRND_PORT.. qtdUnidsTentadas gtdUnids¥encidas qtdCNAEsecundarios capita...
Pessoa Juridica COutros 0 0
Pessoa Juridica Qugtros 0 0 0 R$4.534.
Pessoa Juridica Outros 25 19 i R§ 22..
Pessoa Juridica Outros 71 13 k] RE 10
Pessoa Juridica Cutros 95 62 6
Pessoa Juridica Outros 1] [a] 2 R$ 240
Pessoa Juridica Qutros 10 10 5
Estrangeiro Mo se Aplica 1] 0 1}
Pessoa Juridica Outras 227 12 ] RE2a
Pessoa Juridica Cutros 5 49 3
Estrangeiro M&Eo se Aplica [i] 0 1]
Pessoa Juridica Outras 94 g 1 R$ 160
Irmés - O Vinc. iniddneos 8Kl Func. Publico = [m

D [I

1 1

2 :-‘

3 3

4 4

= 0  Pouco empregado B ¥ o

m Doacéo eleito...

N N ]

0
1

4
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* The model was submitted to validation actions
in 2020

e Public procurements of Universities and
Technical Institutes — frauds performed by
two suppliers — unsuitability to contract
with the Public Administration for 2 years

PYPTIIMIA  (udgment 608/2023 Plenary
* Applied in the auditing of the Ministry of

Defense's purchases of foodstuffs, as well as
in recent work that supervised acquisitions
made by the DSEl Yanomami.

/=

-

* The tool is going to be incorporated i
risk panel under development.
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Thank you for the opportunity

If you need further information,
don’t hesitate in contact me by the
following e-mail

hamiltonds@tcu.gov.br

16th Meeting of the Working Group on the Fight Against Corruption and Mo
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