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Risk Analysis in Control 
Objective: to calculate an indicator that allows to rank a given set of control 
objects, according to the significance of auditing it 

Risk: condition that increases the potential for losses 

Structured risk analysis – 
two clear parameters: 

FIRST: to know the chance (probability) of the dangers 
to happen, in the face of the existing condition – risk 
SECOND: calculate the impact (operational or financial)  

Expected Loss: probability of the risk happening X its financial impact 



Risks in Public Procurement 
• Hybrid Model:  

• Combines the probabilistic approach with supervised learning 

• Auditors' tacit knowledge of practices and risks in public 
administration 

• Typologies of illicit practices 

• Learning about the profile and typical behavior of the actors  

• Transformed into attributes in the predictive model 

• Focus on Supplier Risk: probability of being a risky company 



The Model  

• Acquisitions in the last 5 years 

• Suppliers of the public administration who received more than 
R$ 50,000 (31,000) 

• Suppliers labeled as high risk: those subject of administrative 
penalties or sanctions (2,289 → ~7% of the total)  

• Low-risk suppliers:  all others  



Penalties and Sanctions to Suppliers 
• Integrated Register of Convictions for Administrative Offences (Cadicon) 

• Gathers information about public managers 

• National Register of Unsuitable and Suspended Companies (CIES) 
• Sanctions that implied the restriction of participating in bids or of concluding contracts with the Public Administration 

• National Register of Civil Convictions for Acts of Administrative Improbity and Ineligibility (CNCIAI) 
• Cases already judged, which identify legal entities or individuals who have been convicted of impropriety, under the 

terms of Law No. 8,429/92 – Administrative Improbity Law (LIA). 

• National Register of Punished Companies (CNEP) 
• Companies that have suffered any of the punishments provided for in Law No. 12,846/2013 (Anti-Corruption Law) 

• Penalties imposed by the TCU  

• Register of Accounts Judged Irregular (CADIRREG) 
• Legal entities and individuals, living or deceased, holders or not of public office/function, who had their accounts 

judged irregular by the TCU 

• Register of Expulsions of the Federal Administration (CEAF) 

• Relation to a Condemned Company (other) 
• Partner of the company is a partner or relative of a partner of a condemned company (other) 

 

 

 

 



Indicators 
(Features) 

 

• WINS 
• Ratio between the number 

of UGs in which the supplier 
has won contests and the 
number of UGs in which he 
has participated in contests  

• Indicates whether the 
supplier has a group of 
clients that favors it 

 

• VINCINIDON 
• Number of links between the supplier and other 

sanctioned companies 
• Count of partners who are also partners of convicted 

companies or relatives of them  
• 0 then 0, 1 then 1, < 6 then 2, < 14 then 3, if not 4 



Indicators 
(Features) 

• GAIN 
• Amount received by the supplier (in R$) 
• log10([totalGain])  

• RENEGOTIATE 
• Obtains for each purchase 

the variation between the 
amount contracted and the 
one paid 

• Renegotiation = (final value 
– initial value)/ initial value 

• Calculates the average of 
the renegotiations 
practiced by the supplier 

• If <=0 then 0, if < 0.25 then 
1, if <0.5 then 2 if <= 1 then 
3 if not 4 

 



Indicators 
(Features) 

• NEWLY CREATED 
• If the company received amounts greater than R $ 200 

thousand less than 180 days after it was created, then 
1. If not 0 

• Only 190 cases 

• PARTNER IN SOCIAL PROGRAM 
• If the partner of the company is listed in the 

Single Registry for Social Programs 
(CadÚnico) then 1 if not 0 

• 21885 cases! 

• PARTNER IN POLITICS 
• If a partner of the 

company has 
already run in 
elections, then 1 
if not 0 



Indicators 
(Features) 

• PROBLEM IN REGISTRATION 
• If the company has registration status in the 

Revenue Service as 'NULL', 'SUSPENDED', 
'UNFIT' or 'DOWNLOADED' or its address is a 
PO Box, then 1 if not 0 

• SISTERS 
• Companies share registration data such 

as: 
• same CNPJ root 
• Same address, phone number or 

email 
• Same responsible 

• They have partners in common 
• Partner of one company is employed by 

the other with overlapping years 
• For each company, the number of sisters 

is counted. If =0 then 0, if <2 then 1, if <4 
then 2, if <8 then 3 if not 4 



Indicators 
(Features) 

• LOW PAYROW 
• For each company, the ratio between their annual 

earnings and their annual payroll is calculated 
• If <1 or total gain < 1000 then 0, If <= 8 then 1, If 

<= 16 then 2, If <= 32 then 3, Else 0 

• DISPERSION 
• Counts the number of Agencies from 

which the supplier received funds 
• If > 20 or gain < 10,000 then 0, if > 10 

then 1, if > 5 then 2, if > 1 then 3 if 
not 4 



Risk 
Models 

• Tests were done with several classifiers 

• Support Vector Machines – SVC 
Random Forest (200 estimators) 
Logistic Regression 
Multi Layer Perceptrons - MLP 
Bagging 
Kneighbors (18 neighbors – gridsearch) 
Quadratic Discriminant Analysis 
Committee machine 
SVC 
MLP 
Random Forest 

• Probabilistic approach: Naive Bayes 
 

 



Results 

• The results of the best models are sent to SQL Server 
A load script generates the data for a dashboard 

• Indicators 
Predictions  
Main raw data 
 
• Registration data of the companies 

Partner Data 
Acquisitions 
Contracts 
Convictions 



Dashboard 
• Interactive interface (MARINA – Map of Risks in Acquisitions) 

• Allows the auditor to create filters in the search for signals or information of interest 

• Entries: 

• Indicators: 

• Allows you to filter suppliers by their profile 

• Supplier risk level 

• Contractor: 

• Governmental sphere  

• Power 

• UF 

• Supplier 

• Economic activity group (CNAE) 

• Search by name, CNPJ, CPF 



Filter by indicators 



Filter by risk 



Specific filters 

• Sphere (State, federal, municipal) 

• Power (Executive, Legislative, Judiciary) 

• Organ 

• Management Unit 

• Year of hiring 

• Group of economic activity of the company (CNAE) 

• UF of the contractor 

• Supplier identification (search by CNPJ, CPF or name) 



Vision  
of risks 



Application 

• The model was submitted to validation actions 
in 2020 

• Public procurements of Universities and 
Technical Institutes – frauds performed by 
two suppliers – unsuitability to contract 
with the Public Administration for 2 years 
(Judgment 608/2023-Plenary) 

• Applied in the auditing of the Ministry of 
Defense's purchases of foodstuffs, as well as 
in recent work that supervised acquisitions 
made by the DSEI Yanomami.  

• The tool is going to be incorporated into the 
risk panel under development. 



 

16th Meeting of the Working Group on the Fight Against Corruption and Money Laundering 

Thank you for the opportunity 

If you need further information, 
don’t hesitate in contact me by the 
following e-mail 
hamiltonds@tcu.gov.br 


